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Hi

Me
▶ CNRS researcher at LAAS (Toulouse,FR) since 2011.

gtredan@laas.fr
▶ Disclaimer: researcher, not lecturer

▶ Disclaimer: Huge topic

This talk
▶ Originally prepared in 23, Updated for Siberia
▶ Thank you Birhanu Eshete. Check

https://trustworthy-ml-course.github.io/
▶ Flight Plan:

1. Disambiguation and common misunderstandings
2. General definition and how to find them
3. Examples and use-cases
4. Hands-on by Philippe
5. Why we like adversarial examples
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Generative Adversarial Network ̸= Adversarial Example

▶ 432 500 dollars chez Christie’s le 25 octobre 2018.
▶ Même si l’algorithme crée l’image [. . . ], ceux qui ont décidé d’imprimer

sur de la toile, de la signer d’une formule mathématique, de mettre un
cadre en or, c’est nous

Goodfellow et al. (2014). Generative Adversarial Nets (NIPS 2014)
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A historical perspective

▶ Before LLMs, Classifiers were
The hot thing

▶ ICLR 2014: "Adversarial examples are
inputs crafted by making slight
perturbations to legitimate inputs with
the intent of misleading machine learning
model"
– Szegedy et al.. Intriguing properties of neural networks

▶ Think worst case, not average case.
▶ 2016: CleverHans: software library that

provides standardized reference
implementations
– https://github.com/cleverhans-lab/cleverhans

Are models right for the wrong reasons ?
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▶ A labelled example (x , ytrue)

▶ A function family {hθ, θ ∈ Rs}
▶ A loss function J(θ, x , ytrue)

▶ ERM:
ĥ = minθ Ex ,y∈Train(J(θ, x , y) (+λΩ(θ))

▶ Solution: Gradient descent -Cauchy,1847
θt = θt−1 − γ∆θ(J)

The Idea

What if we differentiate according to x ?

advx = x + ϵ · sign(∆xJ(θ, x , y))

Goodfellow, Shlens,Szegedy. "Explaining and Harnessing Adversarial Examples" ICLR 2015.
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Yes we can: Automatic Differentiation!
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It works VEEERY well

advx = x + ϵ · sign(∆xJ(θ, x , y))

Goodfellow, Shlens,Szegedy. "Explaining and Harnessing Adversarial Examples" ICLR 2015.
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Loss Landscape for deep learning (Li et al. ,2018)
https://www.cs.umd.edu/ tomg/projects/landscapes/
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Why do we care ? A/ The threat

Digital automated decisions increasingly have IRL consequences..

DeepXplore: Automated Whitebox Testing of Deep Learning Systems, Kexin Pei et al. SOSP’17
https://arxiv.org/abs/1705.06640
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Robust Physical-World Attacks on Deep Learning Visual Classification Dawn Song , CVPR 2018
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Accessorize to a Crime: Real and Stealthy Attacks on State-of-the-Art Face Recognition

Mahmood Sharif et al. CCS’2016

ESORICS’17

Exploring Adversarial Examples in Malware Detection

Suciu et al. S&P workshop 19
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Is it even a problem ?

Though limitation:
attacker needs to know target model

But Adversarial Examples
▶ transfer across models
▶ transfer across samples
▶ transfer attack → build surrogate →

transfer back surrogate AE
▶ (oh: fooled class can be targeted too)

Gilles Tredan & P. Leleux Exemples adversariaux, etc. - 07.2025



Is it even a problem ?

Though limitation:
attacker needs to know target model

But Adversarial Examples
▶ transfer across models
▶ transfer across samples
▶ transfer attack → build surrogate →

transfer back surrogate AE
▶ (oh: fooled class can be targeted too)

Gilles Tredan & P. Leleux Exemples adversariaux, etc. - 07.2025



Why do we care ? B/ The concept

Universal adversarial perturbations; Pascal Frossard et al. CVPR 2017
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Certified Adversarial Robustness via Randomized Smoothing, Cohen Rosenfeld Kolter, ICML 2019

Maho, Furon, Le Merrer, Randomized Smoothing Under Attack: How Good is it in Practice?. In ICASSP 2022

Gilles Tredan & P. Leleux Exemples adversariaux, etc. - 07.2025



Bubeck, S., Li, Y., Nagaraj, D. M. (2021, July). A law of robustness for two-layers neural networks. In Conference
on Learning Theory (pp. 804-820). PMLR.
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In hard-label setups, a label change is the only observable.
NB: WB/BB → Open/closed garden.
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Our use of AE

Le Merrer, Perez, Tredan. Adversarial frontier stitching for remote neural network watermarking.
Neural Computing and Applications,2020

Le Merrer, Tredan. Tampernn: efficient tampering detection of deployed neural nets. ISSRE 2019
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Work in progress...
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Adversarial Examples for LLMs
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Adversarial Examples for LLMs

..as illustrated by Zhao et al.

https://arxiv.org/abs/2403.01251

Difficulties
▶ Token space = discrete space
▶ Perceivability ?
▶ Assessing J(ŷ , ytrue) may not be

easy
▶ Yet all classification results should

apply in some contexts (0/few shot
learning)

Opportunities ?
▶ Really hot topic
▶ Too hot ?
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RADCG – SATML’23
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Conclusion

"Imperceptible alterations introduced by an adversary in a ML
system input to change its result"

▶ AE have now 11 years
▶ Worst case low intensity perturbation
▶ Sparkled intense research in

▶ Attacks methods
▶ Defenses strategies
▶ Explanations

▶ Revealed our lack of understanding!
▶ Actual security threat ? Humm..
▶ Many applications nevertheless
▶ Inaugurated Adversarial ML
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