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Who am I ?
Philippe Leleux

➢ Associate professor at INSA de Toulouse, LAAS-CNRS, Equipe TRUST

➢ Teaching : machine learning for critical embedded systems

➢ Research :
○ How to make machine learning techniques more "trustworthy" ?

=> Application to medical diagnostic, pronostic, treatment decision

○ How to use machine learning for safety (including cybersecurity) ?
=> Detection of hardware trojans based on micro-architectural signals
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AI
What ? Why ? Where ? When ?
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➢ When did the term artificial intelligence appear ?

Let's start with some questions
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➢ When did the term artificial intelligence appear ?
=> 1956, Dartmouth College 

➢ Who among you uses generative AI regularly ?

➢ Who among you uses AI everyday ?
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➢ Who has set up machine learning algorithms ?
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➢ When did the term artificial intelligence appear ?
=> 1956, Dartmouth College 

➢ Who among you uses generative AI regularly ?

➢ Who among you uses AI everyday ?
=> all

➢ Who has set up machine learning algorithms ?
=> scikit-learn, Tensorflow, Pytorch
=> Typically neural networks

Let's start with some questions
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➢ What AI is:
○ IA = program trying to imitate human logic (~50s)
○ example : 4 legs + 1 sit + 1 back = chair

What is AI ?
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➢ What AI is:
○ IA = program trying to imitate human logic (~50s)
○ Machine learning

■ data => model => answer
■ example : lots of chairs vs. lots of non-chair

What is AI ?
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➢ What AI is:
○ IA = program trying to imitate human logic (~50s)
○ Machine learning

■ data => model => answer
■ workflow + set of algorithms

○ Deep learning : neural networks
■ Inspired from the brain
■ example : facial recognition, ChatGPT, …

What is AI ?
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➢ What AI is:
○ IA = program trying to imitate human logic (~50s)
○ Machine learning

■ data => model => answer
■ workflow + set of algorithms

○ Deep learning : neural networks
■ Inspired from the brain
■ example : facial recognition, ChatGPT, …

➢ What AI is not :
○ "Intelligent", "sentient",  a "mystical entity"
○ A miracle solution to all problems
○ A danger for humanity

➢ Must you be an expert to use machine learning ? Certainly not.

What is AI ?
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➢ Must you be an expert to use machine learning ? Certainly not.
➢ Do you know affine functions ?

What is AI ?
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➢ Must you be an expert to use machine learning ? Certainly not.
➢ Do you know affine functions ?

=> Congrats, you now know how an artificial neuron works! (mostly)

What is AI ?
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Artificial neuron



Types of AI and Tasks
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Types of AI and Tasks
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Real-life examples
Welcome to the AI era
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Real-life examples
Welcome to the AI era
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AI
How ?
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AI
Machine Learning

How ?
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Machine learning
Paradigm
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“Machine Learning is the field of study that gives computers the ability to learn without being explicitly 
programmed”. Arthur Samuel (1959)

➢ Traditional approach

➢ Machine Learning

program data output

data output program



Machine learning
Steps
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Machine learning
Data preparation
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What types of data ?
How much of the whole development process is spent on data ?



Dataset MNIST :
https://www.kaggle.com/datasets/hojjatk/mnist-dataset

Machine learning
3 types of learning
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Dataset MNIST :
https://www.kaggle.com/datasets/hojjatk/mnist-dataset

1. Supervised learning : from labelled inputs, train a model
=> e.g. classification : what number is       ? The patient has cancer ?

Machine learning
3 types of learning
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classification
(qualitative)

regression
(quantitative)
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Dataset MNIST :
https://www.kaggle.com/datasets/hojjatk/mnist-dataset

1. Supervised learning : from labelled inputs, train a model
=> e.g. classification : what number is       ? The patient has cancer ?

2. Unsupervised learning : from unlabelled inputs, find a structure

=> e.g. clustering : group together              ; Group of patients => specific drug
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Dataset MNIST :
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1. Supervised learning : from labelled inputs, train a model
=> e.g. classification : what number is       ? The patient has cancer ?
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clustering

dimension reduction
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Dataset MNIST :
https://www.kaggle.com/datasets/hojjatk/mnist-dataset

1. Supervised learning : from labelled inputs, train a model
=> e.g. classification : what number is       ? The patient has cancer ?

2. Unsupervised learning : from unlabelled inputs, find a structure

=> e.g. clustering : group together              ; Group of patients => specific drug
3. Reinforcement learning : from environment and reward, train an agent

Machine learning
3 types of learning
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Supervised learning
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➢ Input : dataset with labels (given by experts)

Supervised learning
Task
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➢ Goal : find f such that ŷi = f (x ) ≈ yi by minimizing an error/loss function
➢ For example: Mean Squared Error (MSE) : 

Supervised learning
Task

Cyber in FRomeu - Intro AI 1707/07/2025



Supervised learning
Classical workflow
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Supervised learning
Classical workflow
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Deep learning
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Neural networks
biomimicry

Signaux

Signaux

Synapses

Axone

Noyau

Corps 
cellulaire

Dendrites

Biological neuron Artificial neuron

𝛴 𝜙

x1

x2

xn

w1j

w2j

wnj

pj

Combination Activation function

Weights

Inputs

Output

...
...

20



First neural network
Fruits classification

x1 x2
2.5 5.5
2.7 5.6
2.9 5.3
3.1 5.2
3.3 5.7

x1 x2
3.7 4.5
3.9 4.2
4.1 4.7
4.3 4.4
4.5 4.1

x1 = weight
x2 = diameter

? ?

o > p

o > r

layers: input output

D
at

a
La

be
ls

x1

x2

p: probability apple

o: probability orange
21



First neural network
Combining inputs

x1 x2
2.5 5.5
2.7 5.6
2.9 5.3
3.1 5.2
3.3 5.7

x1 x2
3.7 4.5
3.9 4.2
4.1 4.7
4.3 4.4
4.5 4.1

x1

x2

p = x1w1 + x2w2

o: probability orange

w1

w2

21

x1 = weight
x2 = diameter

layers: input output

D
at
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First neural network
Linear separation

x1 x2
2.5 5.5
2.7 5.6
2.9 5.3
3.1 5.2
3.3 5.7

x1 x2
3.7 4.5
3.9 4.2
4.1 4.7
4.3 4.4
4.5 4.1

x1

x2

p = x1w1 + x2w2

o = x3w3 + x4w4

w1

w2

w3

w4 21

x1 = weight
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First neural network
Affine separation: bias

x1 x2
2.5 5.5
2.7 5.6
2.9 5.3
3.1 5.2
3.3 5.7

x1 x2
3.7 4.5
3.9 4.2
4.1 4.7
4.3 4.4
4.5 4.1

? ?

o > p

p > o

x1

x2

p = x1w1 + x2w2 + b1

o = x3w3 + x4w4 + b2

w1

w2

w3

w4 21

x1 = weight
x2 = diameter

layers: input output

D
at
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First neural network
Non-linear separations?

x1 x2
0.2 0.5
0.3 0.6
0.5 0.6
0.6 0.3
0.7 0.5
0.8 0.3
0.9 0.1

x1 x2
0.1 0.7
0.4 0.8
0.7 0.7
0.8 0.7
1.0 0.5
1.1 0.1
1.1 0.3

x1

x2

p = x1w1 + x2w2 + b1

o = x3w3 + x4w4 + b2

w1

w2

w3

w4

?
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Multi-layer neural network
More complex but still linear

?

layers: input output

x1

x2

p = a1w7 + a2w8 + a3w9 + b4

o = a1w10 + a2w11 + a3w12 + b5

a1

a2

a3

a1 = x1w1 + x2w2 + b1
a2 = x1w3 + x2w4 + b2
a3 = x1w5 + x2w6 + b3
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Multi-layer neural network
Activation function: one step towards non-linearity

ex: sigmoid function

?

x1

x2

p = f(a1w7 + a2w8 + a3w9 + b4)

o = f(a1w10 + a2w11 + a3w12 + 
b5)

a1 = f(x1w1 + x2w2 + b1)
a2 = f(x1w3 + x2w4 + b2)
a3 = f(x1w5 + x2w6 + b3)

a1

a2

a3

22

layers: input output



Multi-layer neural network

ex: sigmoid function

biais

poids

How to set the parameters ?

✔

x1

x2

p = f(a1w7 + a2w8 + a3w9 + b4)

o = f(a1w10 + a2w11 + a3w12 + 
b5)

a1 = f(x1w1 + x2w2 + b1)
a2 = f(x1w3 + x2w4 + b2)
a3 = f(x1w5 + x2w6 + b3)

a1

a2

a3

22

layers: input output

bias

weights



Multi-layer neural network
Automatic training

Iterative process:
updating neural network 

weights

Accuracy = precision:
Ratio of well-ranked points

Network selection + activation 
function

How does it 
work?

Données - labels

Training

23



Training the neural network
Image classification

Données

Labels

28

28

28 x 28 = 784 pixels

24



Training the neural network
Forward propagation 

28

28

28 x 28 = 784 pixels Forward propagation

x1

x2

x3

x1

x1

x78

4

x78

3

a1

a2

a3

a4

a5

b3

b2

b1

b4

...

0.5

0.9

0.9

0.1

0.7

0.2
0.1

0.8

0.3

0.8

0.2

0.7

0.1

0.2

0.3

0.1

0.9

0.6

0.3

0.2

0.1

0.7

0.6

0.5

0.4

0.1

e.g. a1 = f(0.8 x1 + 0.5 x3 + … + b1)
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Training the neural network
Backward propagation 

Wrong 
class

Truth Error

0 -0.5
1 0.6
0 -0.1

Backward propagation

28

28

28 x 28 = 784 pixels Forward propagation

x1

x2

x3

x1

x1

x78

4

x78

3

...

0.5

0.9

0.9

0.1

0.7

0.2
0.1

0.8

0.3

0.8

0.2

0.7

0.1

0.2

0.3

0.1

0.9

0.6

0.3

0.2

0.1

0.7

0.6

0.5

0.4

0.1

e.g. a1 = f(0.8 x1 + 0.5 x3 + … + b1)

a1

a2

a3

a4

a5

b3

b2

b1

b4
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Training the neural network
Convergence ? 

OK

Truth Error

0 -0.04
1 0.1
0 -0.06

Backward propagation

Data

28

28

28 x 28 = 784 pixels Propagation forward

x1

x2

x3

x1

x1

x78

4

x78

3

...

0.3

0.7

0.3

0.2

0.8

0.7
0.3

0.2

0.6

0.9

0.3

0.1

0.8

0.7

0.2

0.4

0.6

0.4

0.8

0.8

0.4

0.1

0.2

0.04

0.9

0.06

e.g. a1 = f(0.9 x1 + 0.3 x3 + … + b1)

a1

a2

a3

a4

a5

b3

b2

b1

b4
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➢  

➢

Neural networks
Training
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Supervised learning
Task
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Neural networks
Perceptron
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Neural networks
From 1 neuron to a brain: the chain rule
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Neural networks
Full training

Cyber in FRomeu - Intro AI 3007/07/2025



Neural networks
Convergence
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Neural networks
In practice
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A brief history of AI with deep learning
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Convolutional Neural networks
Image analysis
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Convolutional Neural networks
Convolution Kernel
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Convolutional Neural networks
Scaling up to 4
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Convolutional Neural networks
Combine with other types of kernels
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Convolutional Neural networks
Combine with other types of kernels
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Convolutional Neural networks
Learns what to look at
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Some work left…
See you on wednesday
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Got time a demo ?
Thank you for your attention 
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